
 

 

 

Utilizing Cyber Insurance as One Component of a Data Breach Incident 

Response Plan 

Introduction 

A smaller company often means a smaller budget 

for IT security systems and personnel.   

Unfortunately, smaller budgets are not a valid 

excuse for not implementing proper data security 

policies and procedures.  If a small-to-mid sized 

business (SMB) possesses, collects and processes 

Personally Identifiable Information (PII), it needs 

to apply “reasonable” security measures to 

safeguard and protect the data in question.   

Under many existing statues and regulations, (PII) 

is broadly defined to include, most commonly, an 

individual’s name in combination with a social 

security number, driver’s license number, account 

number, passcode, credit or debit card or any 

non-personal information as defined in the 

applicable privacy law or regulation.  This is not 

the only information that must be safeguarded, 

however, as the U.S. takes what’s known as a 

“sectoral” approach to data security; meaning that 

different laws, regulations and requirements may 

often apply depending on the industry at issue. 

(SMBs) are gradually understanding the data 

security risks they now face due to their collection 

and storage of (PII).  This is important, especially 

when a SMB’s financial stability and future may 

hinge upon how well they manage and protect 

their private data.   

All it takes is one data breach to deal a fatal fiscal 

blow to an SMB.  In fact, there are several 

documented cases of SMBs driven to file for 

bankruptcy because they were unable to pay for 

the numerous costs associated with a data breach.                

As a result, more and more SMB’s are discovering 

that cyber insurance with data breach response 

services is an ideal solution to help limit the 

damages and costs of such an event and to ensure 

business continuity if the worst should happen. 

Risks and Liabilities 

A data breach can have devastating consequences 

to a business, damaging its reputational brand and 

causing a loss of customers, above and beyond 

any potential financial penalties.  SMB’s are 

typically primarily focused on core business 

matters and investing limited corporate assets in 

areas designed to grow revenues - not on 

protecting data assets.  However, safeguarding 

against cybercrime and protecting sensitive data 

from theft and loss are serious issues that wise 

SMBs are addressing, regardless of whether they 

result from a hacker, a lost laptop or smartphone, 

data stolen by a malicious departing employee or 

any other security breakdown. 
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Legal Issues surrounding Data Breach 

Notification Mandates 

As long as technology exists, data breaches will 

occur.  Today any business with control or 

possession of sensitive and private data must 

assume they may experience a data loss incident.  

With 46 U.S. state breach notification laws and 

numerous sectoral and federal laws that may 

come into play which require SMB’s to notify 

affected individuals and other data subjects, 

including employees, of a breach, responding to a 

data breach can be overwhelming for a SMB.    

Additionally, It is also not unusual for a SMB to be 

sued by breach victims and while it may be 

difficult for victims to show sufficient damages to 

pursue a case, courts are trending in allowing such 

actions to continue and a SMB still, regardless of 

whether a case is summarily dismissed, must 

defend itself at significant legal cost and time 

spent. 

Risk Assessment and Risk Management 

A thorough risk assessment analysis will help your 

business understand the amounts and types of 

data collected and will provide comprehension of 

the level of sensitivity of the data at hand should 

your business experience a security incident or a 

data breach.   

Once your business has conducted an inventory of 

its sensitive data, the next step should be a 

detailed compilation and analysis of the threats 

and risk levels arising from the data types.  

 

Your business needs to think about “what could 

happen” to its sensitive data and then, what 

needs to occur should such information be 

breached or disclosed. 

After completing a risk assessment analysis, those 

in charge of the SMB’s legal, IT and business 

operations should come together to draft next 

steps to reasonably mitigate the recognized risks, 

including prioritizing the efforts and then 

agreement upon implementation phases.  While 

there are many ways to manage and mitigate 

cyber risk, one increasingly popular way is through 

cyber insurance. 

Some Questions to Consider: 

Management 

� Have you created security policies to match 

the size and culture and data held by your 

business? 

� Are security policies written, enforced, 

regularly updated and most importantly 

communicated to employees? 

� Have you established a mobile device, 

computer software and hardware asset 

inventory list? 

� Have you classified data by its usage and 

sensitivity? 

� Have you identified ownership of all data? 

� Have you set reasonable deletion schedules 

backed by procedures to securely destroy no 

longer needed data? 
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Employees 

� Do you have employee awareness and data 

security training programs in place? 

� Do your employees bring and use their own 

mobile devices (BYOD) in the workplace to 

access your company network? 

� Have you incorporated “BYOD” security into 

your company’s written security polices and 

security procedures? 

� Do your employees have anti-virus software 

loaded and active on their computers and 

mobile devices? 

� Do your employees delete, without opening, 

emails from unknown sources? 

� Do your employees utilize strong, hard-to-

guess passwords? 

Business Practices 

� Do you have an emergency incident response 

plan? 

� Have you systematically evaluated all of the 

most likely sources of disruption to your 

business? 

� Do you have an active program to reduce a 

disruption’s impact on your business? 

� If you could not re-enter the workplace 

because of an emergency, do you have a 

predetermined location to meet? 

� Do you maintain a list of employees, 

customers and suppliers at an off-site 

location? 

� If you lost a critical system, do you have 

a predetermined plan to restore the 

system? 

IT STAFF 

� Does your SMB encrypt (PII) that is stored on 

servers, desktop computers, laptops and 

removable devices like USB flash drives or 

smartphones? 

� Are you implementing configuration 

management through security policy 

implementation and systems hardening? 

� Have you established a culture of data security 

and maintain awareness of developing 

threats? 

� Are you maintaining software patch 

management on all systems by following a 

regular schedule for updates? 

� Do you subscribe to security mailing lists or 

security threat and virus email alerts? 

� Are you performing security testing through 

security audits and penetration scanning? 

� Are you ensuring physical security of systems 

and facilities? 

� Do you ensure users have anti-virus software 

loaded and active on their systems? 

� Are you maintaining operational management 

through the review of all log files, ensuring 

systems backups with periodic data restores 

and reporting any known issues or risks? 
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Misconceptions held by Small-Midsized 

Businesses 

Some of the most common misconceptions held 

by SMB’s concerning their vulnerability include: 

“A data breach or cyber attack could never 

happen to our SMB.” 

Got data? Then your small-midsized business is 

not immune to a data breach, a security incident 

or a cyber attack.  If it can happen to large 

organizations such as Sony or LinkedIn, whom 

have larger IT budgets – it could potentially 

happen to a business of any size. 

“We will worry about how to pay for a data 

breach if one happens.” 

Today many small-midsized businesses are 

stressed and have to work hard to keep their 

businesses running.  With this being said, SMB’s 

need to be identifying today how they will pay for 

a data breach, rather than wait until tomorrow 

when it’s too late.  If your SMB does not have 

enough cash on hand to cover its existing 

expenses or liabilities, how will it cover the costs, 

liabilities or potential fines resulting from of a data 

breach? 

“Small-midsized businesses are not a target for 

cyber attacks. Criminals only go after larger 

companies.” 

Considering that SMB’s typically do not have the IT 

staff or bigger budgets of larger companies, they 

are prime targets for cybercrime and data 

breaches. 

 

“We are covered under our general liability 

insurance policy.” 

A general liability insurance policy does not 

generally cover cyber attacks or loss of digital 

information. Electronic data is considered 

“intangible” property. General liability policies 

cover “tangible” property, “theft” of that property 

and “bodily injury” and “property damage.” 

“If we have a data breach, we could handle the 

notification requirements ourselves.” 

Most small-midsized businesses do not have the 

expertise, experienced response teams or the 

staffing required to respond to a data breach.  If 

your business has national customers, it can be an 

overwhelming process to adhere to 46 different 

U.S. state notification requirements.  Its best left 

to a professional who has experience handling 

data breaches and is knowledgeable about the 46 

different U.S. state breach notification laws.  

Falling Behind the {BYOD) Bring Your Own 

Device Curve 

Small-midsized businesses, once concerned with 

preparing for natural disasters, must now prepare 

for the consequences of lost or stolen mobile 

devices and the increased risks of a data breach. 

Employees who keep work-related data on a 

home computer, mobile device, or who access 

work resources remotely from a personal device, 

present a major risk of a data breach, as 

demonstrated by numerous actual breaches 

resulting from such situations. 
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One valuable recent resource to review as a 

starting point for any SMB exploring offering BYOD 

programs is the recent “BYOD Toolkit” released in 

early September by the Whitehouse CIO Council.
1
  

Freely available online, the BYOD Toolkit provides 

a solid list of key considerations, short case studies 

of federal and state agencies who’ve introduced 

BYOD and lessons learned from the initiatives and 

then sample policies that SMB’s with limited legal 

budgets will find helpful in drafting their own 

mobile rules and policies. Following up on the 

“training, training, training” meme it’s important 

that SMB’s address BYOD considerations in their 

employee and security policies – even if a formal 

BYOD program isn’t in place - and that employees 

are educated on use of mobile devices in the 

workplace. SMB’s should also explore mobile 

device management (“MDM”) software solutions 

that can help manage the security and workflow 

of staff member’s mobile devices. Implementing 

such a platform adds a further risk management 

tool to protect the integrity of sensitive business 

data. 

Cyber Insurance can help Mitigate the Risk 

and Costs Associated with a Data Breach  

By planning in advance, small-midsized businesses 

can minimize their risks, costs and the impact of a 

breach to their customers and the reputation of 

their company and brand.   

The types of coverage offered by cyber insurance 

policies vary dramatically by insurance carrier. For 

businesses, choosing the right policy can be a   

                                                           
1
 
1
 Federal CIO Council, “Bring Your Own Device” 

Toolkit, available at 

http://www.whitehouse.gov/digitalgov/bring-your-

own-device 

challenge. Working with a knowledgeable 

insurance broker who has experience with cyber 

insurance policies can reduce the challenges. 

Cyber Risk Insurance, with Data Breach 

Response Services: An Ideal Incident 

Response Solution for a Small-midsized 

Business 

Cyber insurance with data breach response 

services* offers an array of services (check the 

policy you are considering for covered services) 

“after” a security incident, cyber-attack or a data 

breach happens and helps businesses or 

organizations manage the aftermath.  

It may offer coverages such as (depending on the 

specific policies and endorsements):  

1)  crisis management and customer notification 

expenses,   

2) credit/identity theft monitoring, 

3) privacy and security liability, 

4) privacy regulatory defense and penalties, 

5) computer forensics investigation,  

6) a “Data Breach Coach” (aka “Privacy” attorney) 

and 

7) pre-breach planning services.  

*It’s important to note that all cyber insurance policies are 

not standard policies and vary by insurance carrier.  
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Commonly Offered Coverages 

(Check the policy you are considering for offered coverages 

as they may or may not include the coverages mentioned 

below.) 

Crisis management and Customer Notification 

Expenses – Provides public relations, postage and 

advertising expenses required to comply with 

governmental privacy legislation. Coverage is 

provided for hiring a public relations firm to 

mitigate the negative publicity generated from the 

security breach and to regain the trust of its 

community. 

Credit/identity theft monitoring - Upon 

enrollment, notified Individuals may view their 

credit history and credit scores and monitor their 

credit reports for critical changes (such as address 

change, new credit inquiry, new account opening, 

posting of negative credit information such as late 

payments, public record posting, as well as other 

specific factors such as name changes or fraud 

alerts). 

Privacy and security liability - Covers claims 

arising from breach of privacy regulations such as 

Gramm-Leach-Bliley Act, HIPAA and Federal and 

State consumer credit reporting laws –and- 

unauthorized Access, Theft of Data, and Denial of 

Service. 

 

 

 

 

 

Privacy regulatory defense and penalties - 

Includes coverage for penalties or sanctions 

imposed by a Federal, State, or Local regulatory 

body. Based upon policy limits/sub-limits –and- 

where insurable by law. 

Computer Security Expert Services- A computer 

security expert will investigate the existence and 

cause of the security breach, and attempt to 

determine the extent to which such information 

may have been improperly accessed. 

“Data Breach Coach” (aka “Privacy” attorney) - 

Data Privacy and Information Security is a 

specialized field of law.   A “Data Breach Coach” 

helps oversee the investigation and breach 

response, including the crisis management and 

communication plan to the applicable authorities, 

regulators, press and shareholders (if applicable). 

“Reputation” and “how” a data breach is handled 

can significantly help or harm a SMB based upon 

their breach response, which is why working with 

an experienced Data Privacy/Security attorney is 

important. 

Pre-breach planning services - Depending on the 

insurance carrier, pre-breach planning services 

offers a web-based portal with pre-selected and 

vetted information and technical resources to help 

combat cyber losses with minimal, controlled, and 

predictable costs. Resources may also include, 

where available, breach notification templates, 

guides and checklists.  
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Cyber Data Risk Managers LLC is an 

Independent Insurance Broker that specializes in 

Data Privacy and Cyber Liability risk insurance.   

The team at Cyber Data-Risk Managers LLC is 

dedicated to helping businesses and organizations 

find the right insurance policy for their needs, 

helping compare multiple insurance proposals and 

determining which insurance carrier and insurance 

policy may work best. 

CONTACT: 

Christine Marciano, President 

CYBER DATA RISK MANAGERS LLC 

301 N. Harrison Street, Suite 9F, #371 

Princeton, NJ 08540-3512 USA 

US toll free: 1 +855.CUT.RISK 

Fax: 1 +732.709.1684 

www.DataPrivacyInsurance.com 

Email: CMarciano@DataPrivacyInsurance.com 

Twitter: @DataPrivacyRisk 

 

      

 

 

 

 

 

 

 

 

Richard Santalesa, Senior Counsel, 

InfoLawGroup 

Attorney Santalesa is a former computer 

programmer and technology specialist who 

advises clients on data and information security 

issues, intellectual property, technology 

outsourcing and licensing, cloud computing, 

BYOD, internet and ecommerce matters. He likes 

to say that if data passes through it, is stored on it, 

or created by it he and his firm handle the legal 

issues. He writes and speaks often on legal risks 

arising from today’s information economy and is 

frequently sought by the press for comment on 

breaking legal developments. 

CONTACT: 

Richard Santalesa, Esq., CIPP/US 

Senior Counsel 

InfoLawGroup LLP 

21b Hoydens Hill Rd 

Fairfield, CT 06824 

Phone: 203 292-0667 

www.InfoLawGroup.com  

Email: RSantalesa@InfoLawGroup.com 

Follow Rich on Twitter: @RichNet 

 

 

 

 

 

 

Contact Cyber Data Risk 

Managers LLC today at……. 

(855) CUT-RISK to request your 

cyber insurance proposal. 


